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AWS Well-Architected ISVs are:

Integrated with the AWS 
Well-Architected Tool

Validated through the 
AWS Competency 

Designed to reduce time 
and resources to 

complete reviews and 
generate insights

Learn more: https://aws.amazon.com/well-architected-tool/partners/

https://aws.amazon.com/well-architected-tool/partners/
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Well-Architected Partner Solutions Webinar Series

Access recordings of all webinars in this series at:
https://partners.awscloud.com/WAPPISVPartnerCastSeries_Registrationpage.html

https://partners.awscloud.com/WAPPISVPartnerCastSeries_Registrationpage.html


How to succeed with Cloud 
Storage Hardening

Continuity Software empowers the AWS Well-

Architected Framework 



Doron Youngerwood
VP Marketing

Continuity Software

What you’ll learn in today’s webinar
Our speakers

Yaniv Valik
VP Product

Continuity Software

» About us

» Cloud Security: Reality Check

» Securing Cloud Storage 

» Using Coral™ for Storage Security

» 3 Steps to Success 

» Q&A



About Continuity
» Two-fold mission

› Validate data storage security
› Validate data storage recoverability

» Scope 
› Public cloud
› Private cloud + traditional on-prem workloads

» AWS Advanced Technology partner

» Listing available on the AWS Marketplace

Selected Customers

Marketplace seller



Reality check

“By 2021, 50% of enterprises will 

unknowingly have some IaaS storage 

services… directly exposed to the public 

internet.”

Enterprises cannot tolerate data 
breaches or loss.
› Regulatory fines
› “Capital One to pay $80 million fine after 

data breach”

› Losing B2B business
› "Texas Medicaid subcontractor dumped 

after data breach”

› Losing B2C business
› “Consumers are Abandoning Brands 

after Data Breaches”

“Through 2023, 99% of cloud security 

failures will be the customer’s fault.”



Quick Poll
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Storage security failures



Responsibility for storage security

Vendor Responsibility Customer Responsibility

Other Cloud Storage ServicesAWS  Storage Services

IBM

AWS  Storage Services

Dell EMC Hitachi

Oracle

On-Prem Storage Hardware

IBMIBM

AWS  Storage ServicesAWS  Storage Services

EBSS3

Glacier

EFS

Gateway

Snow Backup RDS



Guidelines for storage security

AWS Well Architected Framework
Security pillar

NIST Security Guidelines for 
Storage Infrastructure

SP 800-209
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The challenge

+

AWS  
Storage 
Services

AWS  
Storage 
Services

AWS  
Storage 
Services

AWS  
Storage 

Services

AWS  Storage 
ServicesAWS  Storage 

Services
AC-SS-R30 – Restricting access to object storage data

AL-SS-R3 – Collect logs in a centralized fashion

AC-SS-R2 – A centralized authentication solution

AC-SS-R34 –Granular permission assignment

EN-SS-R6 – At-rest encryption of sensitive data

Enforce encryption at rest

Authenticate network communications

Implement secure key management

Enforce encryption in transit

Enforce access control

©2021 – Proprietary and Confidential Information of Continuity Software



Securing data storage using Coral™

Continuous 
Compliance & 

Security Posture 
Validation

Facilitate 
automatic healing

Prevent Security 
Failures

Before they impact businessCLOUD
DATA 

STORAGE



How it works

CONTINUOUS 
IMPROVEMENT

FRAMEWORK

Sc
an

» Continuous / event driven 
data collection

» Non-intrusive and secure
» API / agentless / agent 

options supported
» AWS WA Tool integration

» Actionable alerts and 
recommendations

» Remedial suggestions
» Seamless integration with 

existing tools and workflows

R
em

ed
ia

te

» Hundreds of rules & vendor 
best-practices – deep / crowd 
knowledge driven

» Risk detection engine
» Deep business impact
» Custom rules and policies

A
na

ly
tic

s

» Single-pane of glass for 
configuration quality, 
health & risk

» Risk & health scorecards
» Reporting and Compliance 

tracking

Vi
su

al
iz

e
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Questions to consider…

• Are you evaluating storage security on an ongoing basis?

• Do we have detailed plans and procedures for recovery from a successful attack on a 
storage or backup resources?  

• Do we test such procedures?
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1 2 3
Build a plan to address 

knowledge gaps for storage 
security

Improve security program to 
address identified gap

Use automation to continually 
evaluate and prioritize risks

3 Steps to Success



You need to have governance and an 
active program to secure your 
storage management layer.

The hackers are after our data. In a 
bank, data is money. This is why I’m a 
big believer in securing storage.

“
”

“
”Erdal Ozkaya, Former CISOMarc Ashworth, CISO
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Try the Solution: Free Trial Offer

Request access for a free Partner Trial of the solution »

Get in touch with Continuity: Contact Continuity Software now »

Access the solution brief »

https://www.continuitysoftware.com/free-trial/
https://partnercentral.awspartner.com/PartnerConnect?id=0010L00001nGMLfQAO&source=Other&campaign=waisvq2webinar
https://d1.awsstatic.com/reInvent/re20_partner/Coral_Solution_Brief_Webpage2.pdf
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Q&A
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Thank you
Access recordings of all webinars in this series at:
https://partners.awscloud.com/WAPPISVPartnerCastSeries_Registrationpage.html

https://partners.awscloud.com/WAPPISVPartnerCastSeries_Registrationpage.html
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